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REPORT BY THIs ARILI:D FORCES
COLIMUNICATIONS INTGLLIGLNGE ADVISORY COUNCIL

to the
JOINT CIILFS OF STAFP

L4043

ORGANIZATION OF THL ARMED IORCES SECURITY AGENCY
. sference: 20,

THE PROBLEM

lo Pursuant to the directive by the Secretary of Defense in the

Appendix to J.C.S. 2010, to prepare, for avproval by the Joint

Chiefs . of Starf, a general consolidation plan for the operation of

the tw., exlsting major cryphologle# establishments in which af-

ficloncy and economy of operations are to be stressed.

PACTS BEARING ON THE PROBLEM

2» Enclosure "A" (page 3o

DISCUSSION

3« Enclosure "B" (page &)e

4o

CONCLUSIONS
Haximum ecohomy and efficiency cen be achieéved only by
consolidation of assnoiateﬁ functions at the same location,
Tha maximum consolidation practicable to achleve, utilizing
present available stations (Arlington Hall Station amd
Navy Communication Station) without incurring excessive
costa, 1ss
(1) Conmcentration of Communication Intelligence, and the
| ma jor portion of associated Research and Development
elements, at Arlington Hall Station.
(2) Concentration of Communication Security, and the
major portion of assoclated Research and Develdpmant
elements, at Navy Communication Station.
Stich concentration will result in en estimated increase
of not iesa than 10% in effectiveness by reason of
inoreaged efficlency, at a. cost of but $14,000'and slight
produection loss during moving,

¥ Note - Oryptologlc actlvities conslst of Communication Intelligence
{foreign communications) activities and Communication Security
(own wilitary communications) activities.
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4. The inorease in effectiveness resulting from such
concentration :Ls purchased by an increase in
vulnerabllity, in that a catastrophe involving one
statlion could m'"w the whole of Communiocation
Intelligence or Comrminication Security, depending upoh
which station be destroyed,

e« The increé.se in vulnerability should be accepted as a
calculated risk at this time, and the concentration
outlined in b above should be undertgkeﬁ immediately.

fs The Director, AF3A, ghould initiate a study to determine
how best to provide, at a location removed from
Washington, D.C., a stand=by center, which would be

' maintained in careteker status, but would provide a
sultable repository for duplicates of vital files and
equipment, 1# order that production of either Come-
munication Intelligence or Communication ‘Security
could be resumed at that location with e minimum loss
of continuity in the event of partial or eomplete.
destruction of either or both stations in the Washington

ared.

R]"COIII.ENDATIOHS

5. It is recommended that the Jo:ln‘b Chiefs of Staffs
ao Note conclusions g, b, ¢ and, d and 'approve conclusions
e and £,
bo TFurnish a copy of this paper to the Secretary of

Defense for his information,
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FACTS BEARING ON THE PROBLEM
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1. The gtatus guc of the Service cryptologic activities in the
Washington area 1s as follows? A

80 The number of pers&ns engaged in the three basic eryptow
logle operations of the Army at Arlington Hali Station are:
Communication Intelligence (fbréign communications) 1880
Communlcation Security (own_military communications) 364
Cryptologic Research & Development . ' 370

b, Corresponding figures for the gggx.cryptologid activities

at the Navy Communication Station, Washingbton are:

Communication Intelligence: | 1400
Commmnication Security: 300
, Cryptologlc Research & Development: 190

¢. The Air Foree has no coumpsrable establishment,

2o A%t Arlington Hall Station there are 420,000 sq, ft. of opéran
tional ficcor spaceo

3. At the Navy Communication Stetion there are 245,000 aq. fhe
of operational floor space. |

&s The total opefaﬁidnallfloof space {665,000 sq. ft.) must provide
not only for all AFSA operational cryptologle activities, but alse
for AFSA administrative and support activities, and for guch individual
Service eryptologic activities as must remain at sach stetion, |

5, All of the consbtruction at Arlington Hall Station 1s temporary
and non-=fire proof, _

Go The greater portion of the construction at the Navy Communicaw
-tion Station is permanent and ssmi=fire prool,

7o The appiroximate 6peratio£ai flcor gpace requirements for the

concentration of each of the component eryptologic activitiss ares -

8. Communicaticn Intelligence: 287,000 890 fbo
bo Communileéabtion Security: llsﬁgoﬂo'sqe £,
-gp Cryptologlc Ressarch & Development s 135,000 sg. %o

8o, Much of the equipment used ny each Service in each of its
eryntologieo activitles requlves eaﬁtain apaceiel rrovisicnyg, sush 4s
alr conditiening, exceptional floor strength, and considerable glectrie
powsx*s These spepial r@qniremahts, often coupled with a great éomw
plexity of design andlinsﬁallation, maks such sguipment d%{ficnlt and

costly to move,

Enclogure (&) w:Bm ' —2er SRORRE—
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9» Changes in the gtatus quec of the two major establishments
will result in some expense and some tenporary loss in productlon,
10, Economy and efficiency are to be stressed in AFSA opora-

tions,e
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® DISCUSSION .

In determining a loglcal consolidation plan for the two exist-

ing major cryptologlc activities (those of the Army at Ariingiton
Hall Station in Virginia, and those of the Navy at the Navy Come-
munication Station in Washington, D.C.), the firut question %o be
answered with respesct to each of the three componsnt activitieé
(Communication Intelligence, Communication Security, and Gryﬁtologic
Research and Development) is: Given the unified control deriving
from the creation of AFSA; to vhat extent is the physical concen=
traticn of the various elements of each of the componenta necessary
or desirable_for most efficient and economical operations?

A comprehensive examination of the situation with respect to
the three .componsnt functions revealed the followling:

8, Commmication Intellipsnce (COMINT)

(1) Those cryptanalytic problems whieh ars now under
attack are alrsady divided between the ﬁfmy and
Navy, so that }n the purely cryptanalytlic poriion
of the Communication Intelligence field there ia
practically no undesirable Gublication of effort,

(2) The prssent division of cryptanalytic problems is
on a Servica besis, so that for the most part each
of the wvarious National broblems is now divided,

A physical concentration of all cryptanalytic

. problems would, by bfingjz;g tbgether all partsg of
each Fational problem, effer fh@ beat chance of
success against ezch problems. Fur%hermora,.the
concentration of skilled eryptanslysts would result
in greater flexibllibty of the crypbanalybtic attack,
permitting a more facile regponse to the changing

1gpects of the entire eryptanalytic problem,
(3) The production of COMINT requires four ancillary

activities: (a) Maintenance of central files of
collateral information and COLIINT jtemsi (b) Opera-
tion of analytical machinery; (c) Collection gnd
ﬂistribution:of raw traffics snd (&) éraparation
(edlﬁing_aﬁd p?inting in aceordance with pr#w |
acribéd rofms) and delivery of COMINT eﬁﬁ

productsa t¢_?uthprized eongumer agencieg% Ag long 85 ©
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eryptanalytic problems are divided, separats units
must be.maintained at each gtatlon to perform these
functions, The concentration of ancillary functions
{which would be made possible by the conceniration
of the eryptanalytis problems) would result in
greater efficiency and economy of operations, and,
in certain cases, in direct savinges in personnel,

bo Communigstion Security (COMSEC)

{1) At the present time, separate production, distri-
bution and accounting, and evaluation units are
maintained at each of the two major stations.

(2) Concentration bf these Seecurity facillities at one
station will result in greater flexibility and
sconomy in the actual production by AFSA of
cryptographié equipment and dosuments for the
three Services, and greatly facilitate AF34
diz¥ribubion, accounting, and evaluation activities,

¢. Cryptologic Research and.Devslogment (R & D)

(1) The Cryptoloziec Research and Development activities
can be divided iInto two prineipal fieldm: Activities
in support ef-COMINT;-and those in support of COESECQ

(2) From the viewpoin of effisciency and economy of
operations, aach of these %two fields of the separate
service R & D aétivity should be ccnsolidaﬁed and
appropriate parts co-=located with the activity to
be supported., {Thus, the physical consolidation of

w6 ' —2OP-SRORET —




the event that both COMINT and COMSEC are located
in one stetion, a situation wbich is not possible
at sither station now available without extensive
new construction. |

Accordingly, it is clear that the ends of efficiency and |
sconomy of operation can best be served by ashieving, if possibls,
the following conditiona: (1) Concentration of COMINT at one
gtation; (2) Concentratlon of COMSEC at the other station: and
(3) Location of the appropriate elements of R & D with the
activity whichthey support, with concentration of overall control
of R & D a etivities,

It can bs'aeen from the figures showing the operational spacs
available at the two stations (pé 8 of Encl. A) that it is possible
to coneentrate the COMINT activities oﬁly at Arlington Hall Station
(AHS), but that COMSEC activities can be concentrabed at either
station, Thus, assuming that there 1s to be a total concentration
of COMINT activities, it follows that 1t must be at the AHS, For
a number of reasons, %his solutlon with respect to the location of
COMINT appears to be favorables |

8o 'The COMSEC production facilities at NCS are much
guperior to those at AHS. These facilities are muech
more diff.tcultlﬂ time=consuming, and costly to move
than are the COMSEC facilitliss now at AHS, so tha®
COMSEC can be concentrated et NCS at far less cosi;
both in production and money, than at AHS, 4 _

bo Similar elements of R & D can be eons&lidated end, except
where too costly to move, can be co-locabted with the

activity whieh they support.

- e
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8o The space remaining at both AIS and NCS 1s adequate
for locating necessary AFSA Headquarters officesy, and
thogse Individual Service activities which may remaln
at the two major stations,

Having determined the best disposition of the various AFSA
components from the viewpoint of maximum efficilency and economy
of operations it ls necessary to see vwhether the direct monstary
cost, or the dscreaéod production arising from the moves necsssary
to achieve that disposition, are justified.

It develops that thers ies but one major obsteele to achleving
the desired dispoaition: The cost (in both dollars and production)
of relocating certain majof pleces of electronic analytieal equip-
ment at AHS which are now at NCS would bé prohibitive, particularly
since it is possible to operate this equipment remotely without
serious loss in economy and efficiency. The idea of complete
concentration of COMINT activities at AHS, 1is,therefore, abandoned
in favor of concentrating this particular type of equipment at
NCS (whicﬁbineidentally;is the more nearly fire proof location),
This i1s not as economical and efficient an arrahgeman% ag complets
concentration; but the difference is not great, and moredver, asg

will be brought out more fully below; the arrangement has advantages
in the field of security.

Accepting the foregeing modifications %o the complete
concentration plan, the estimated cousts; in dirsct monetary
expenditures of obtaining the desired disposition of ths several
AFSA components are approximately as follows:

T _coar
COMPONENT I a1 7
COMINT __ i 3700
COMSEG : 5,000
R &D : 5,000

There would be a temporary drop in production whille the moves necessary
to obbain the desired disposition were being carried outy, but the
total loss is estimated at less than 2% of one year's production on
the present scals,

Balanced against the above costas, the recommended disposition of-
fers the following estimated direct personnel savings and expansion of

=B | —POP-SEORET —
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present operations whan'cbmpared to the gtatus gueo:

_2

3 R )
COMPONENT g SAVING s PRESENT OPERATIONS

H $ .
COMINT 2 20 9 -
COMSEGC : 0 %aﬁ'laast 10%
R&D : 0 g :

Baving thus determined the best posaibié locationa of tho
geveral AFSA components from the standpoint of efficieney amd
sconony of operations, thers remaina'to'be considered whether
any 6ther-factor poses a problem sufficisntiy serious to demand
consideration at this time,

There is one factor: Seocurity. _

The arrangement of AFSA componsnts dictated by efficiency and
ggonomy of operations may be said to place all of sach of AFSAls
two kinds of eggs in a single basket: COMINT at AHS, COMSEC at
NCS (alleviated somewhat 4in the case of COMINT by having certain
important electronic COMINT equipment located at NCS), In time
of peace, we would thus be risking the loss, through accidental
fire or sabotage at one station, of all the existing specialized
equipment and documents necessary to the conduct of that opera-
tion, and posaibly mﬁhy of the skilled persomnnel, Becauss of the
far greater centraiized nature of the COMINT operaticn, such a
loss even though disastrous to COMSEC, would bs even worse for
COMINT, Yet, because of apace requirements, we have proposed to_
coﬁcentrate COMINT largely at the station whoss construction |
renders it the more vulnerable to such.a disaétere It seems
necesaary, th;?erore, to inquire as to whether there is Anﬁl
reasonable method of obviating this risk, The first possibility
that suggests itself 1s a dlvision of COMINT activities between tha
two stations, elsher in the form of the gtatusg gquo or some other
possible division.which night prebent advantages over the present one,

There 12 one other division ‘shich pressents certain advantages
over the preéent one., As previously astated, Qne'advanfage of tha

concentration of all purely cryptanalytic activities is an
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increased effectiveness of attaclk a;ainst any particular probleom =
an effectiveness resulting fromu the concentration of &all of the
parts of each similar cryptanalytic problem. This same concentra-
tion, and thus this same advantagze, can be obtained by changing
the preasent allodation of problems so that each of the separate
Rational problems is concentrated at one or the other of the two
sbtations. For a number of reasons, the logical division in this
case would be all Russian problems at NCS and all other problems
st AHS, By such an arrangement we would greatly reduce the
poacetime risk of loss through aceldental fire or sabotags.

An examination of this arrangement from other considerations,
however, reveals that it has serious defects, In the first place,
since all of the COUINT ancillary functions must remain duplicated
at each statien, it is not ccnsistent with the stresaing of ef-
ficioncy and economy of COLIINT operations, In addition; if COMINT
1s divided botween the two stétions, then, because of space limita-
tions, COLSEC also must be divided, and thereby the possibility
of stressing efficlency and economy in any phass of AFSA oﬁemétiona"
is lost. Bexit, the increase in sscurity gained by such a |
dispoaition obtalns only in time of peacs, the 2,000 yards‘dieperm
sion of the two stebtions affording little, if any, security in time
of ware Yot it 1z in time of war that the uninterrupted function~
ing of eryptologic activities becomes a matter of incalculable
importance to ths nation. IThus, this arrangement, while offering

8_peacetime solutlon to the security Eroblem,'is a peacetime
solution only, and moreover,'must te purchaged st the price of

geonony and sfiicliency of operations, It is, therefors, unage

coptable. _
An additional {alternate) major atation available in care-

taker status - remote from the Washington area sppears to be
essential. Thers coples of vital cryptologic materlal could be
stored or otherwise maintained,

The nesd for such a sbtation 1is present no matier what_fbrm

the eonsolidation of the activities of the two mejor stations in

wl 0w
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the Vashington arsa assumss. It ls more urgent, however, in
connection with the proposed concentration of COUINT and COLSEC
than would be the case in any division of such activibies.

The tentative organization of AFSA Headquarters ls shown in

Appendixz A,

' @11‘5-9
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